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 Kernel rootkits

 Goals: Hide malicious 
activities

 Create backdoors or 
hidden services

 Attack vectors: modules, 
direct access to kernel 
memory
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 Kernel rootkits

 Goals: Hide malicious 
activities

 Create backdoors or 
hidden services

 Attack vectors: modules, 
direct access to kernel 
memory

 How is kernel malware 
detected?
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 Many malware attacks involve kernel data 
accesses.
 Kernel Rootkit Profiling [Eurosys’09], [RAID’09]

 Use unique data access patterns as kernel 
malware signatures
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 Encoding a memory access pattern

 A summary of kernel memory accesses in a 
kernel run (Data Behavior Profile-DBP)
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Code DataRead/Write Offsetc
o m i f

Static : variable
Dynamic : alloc. site

…
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 A working example
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Offset    Var
80 next_task
84  prev_task

struct task_struct   

Kernel Text

External Code
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Access pattern: (c, o, m, i, f)

(C2, 1, 0, C1, 80)
(C2, 1, 0, C1, 84)

(C3, 1, 0, C1, 80)
(C3, 1, 0, C1, 84)

(C4, 1, 0, C1, 80)
(C4, 1, 0, C1, 84)

C1
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C4

C3

User 
code

HP rootkit

fuuld rootkit

Benign execution

HP rootkit
execution

fuuld rootkit
execution

Kernel Object

HP rootkit signature fuuld rootkit signature



 Deriving unique malware data access patterns

 A set of  accesses that consistently appear in 
malicious runs (DM) and never appear in benign 
runs (DB) 
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 Deriving unique malware data access patterns

 A set of  accesses that consistently appear in 
malicious runs (DM) and never appear in benign 
runs (DB) 

(C3, 1, 0, C1, 80)
(C3, 1, 0, C1, 84)
(C3, 1, 0, C1, 80)
(C3, 1, 0, C1, 84)

SM



 Generalizing malware code identity

 DataGene disregards specific code information of 
kernel drivers.

 It can match malware variants.
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84  prev_task
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 Virtual machine: QEMU+KQEMU

 Host: 3.2Ghz, Pentium 4, 2GB 
Memory

 Guest: Redhat 8, 256MB Ram

 Runtime kernel memory mapper

 Identifies kernel data structures at 
runtime

 Data aggregator

 Summarize the accesses to dynamic 
data instances with their alloc. sites.
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 Benign kernel execution
 Kernel compile, ssh, scp, lsmod, ps, top, find, etc.

 Some workloads for several hours

 Malware execution
 Classic rootkits : adore 0.38, SucKIT, modhide

 Kernel execution samples
 In our experiments, 5 sets of malware and benign 

runs provided enough information to extract 
unique malware behavior without false positives.

 More number of runs will improve signature 
quality.
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 3 rootkit signatures  based on access patterns 
can detect 16 kernel rootkits
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Adore 0.38 45 45 37 16 0 0 10 10 3 5 20 5 7 0 17 0 0

Adore 0.53 53 37 53 26 0 0 10 10 3 5 19 4 7 0 29 0 0

Adore-ng 1.56 106 16 26 106 0 0 1 1 2 4 9 8 0 3 6 0 0

fuuld 37 0 0 0 37 13 16 16 0 0 0 0 0 0 0 0 0

hide_lkm 4827 0 0 0 13 482
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13 13 0 0 0 0 0 0 0 0 0
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knark 73 20 19 9 0 0 10 10 1 4 73 1 4 0 19 0 0

linuxfu 46 5 4 8 0 0 1 0 14 0 1 46 0 0 1 0 0

Rial 57 6 6 0 0 0 5 5 0 2 4 0 57 0 10 0 2

cleaner 5 0 0 3 0 0 0 0 0 0 0 0 0 5 1 2 2
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modhide1 8 0 0 0 0 0 1 2 0 0 0 0 2 2 5 2 8

# matched 10 10 10 3 3 12 11 6 8 10 7 8 4 13 3 6
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 In the experiments with 16 rootkits, a kernel rootkit 
can be detected by using 3 ~ 13 other rootkit 
signatures (more than seven in average).



 Malware defense based on code integrity
 NICKLE [RAID’08], SecVisor [SOSP’07]

 Malware defense based on code control flow
 Bayer et al. [NDSS’10], Christodorescu et al. 

[Security’03], Balzarotti et al. [NDSS’10], etc.

 Kernel memory mapping
 SBCFI [CCS’07], Gibraltar [ACSAC’08], KOP 

[CCS’09], PoKeR [Eurosys’09], rkprofiler [RAID’09]

 Inter-relation between code and data
 Bratus et al. [TRUST’10]
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 Malware with no overlapping targets 

 Potential false positives

 Mainly for non-production environments

 Honeypot, kernel malware analysis

 Aftersight [USENIX’08] can be leveraged for 
inspecting production runs.
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 DataGene derives data access 
patterns unique to malware and 
use them to generate malware 
signatures.

 Data access patterns do not 
depend on temporal control flow 
of malware.

 Data access patterns can 
effectively match malware 
variants with common data 
targets.
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