Kernel Malware Analysis with
Un-tampered and Temporal Views
of Dynamic Kernel Memory

*Junghwan Rhee, *Ryan Riley, *Dongyan Xu, **Xuxian Jiang
*Department of Computer Science, Purdue University

*Department of Computer Science and Engineering, Qatar University

“*Department of Computer Science, North Carolina State University




Background
Allocation-driven mapping
Evaluation

Discussion

Conclusion

Demo

Kernel Malware Analysis with Un-tampered and Temporal Views of Dynamic Kernel Memory



Kernel malware

Kernel malware attacks operating
system kernels.

e.g., kernel rootkits
User applications

Attack goals

Hide processes, files, etc.

Provide hidden services, backdoors, etc.
‘ b=

Attack techniques
Hijack system services (e.g., system calls) of 3 @ @
Directly manipulate kernel data (DKOM) |

Operating system

Hijack hooks by overwriting function kernel
pointers (KOH)
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Kernel memory mapping

Kernel memory mapping has been used for kernel
integrity checking and kernel malware detection.

Existing approaches
Type-projection mapping: kernel objects identification by
recursively traversing pointers from global objects

Static: memory snapshots as input

Dynamic: memory traces as input
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Related work

Type-projection mapping using memory snapshots
SBCFI [CCS 2007]
Gibraltar [ACSAC 2008]
KOP [CCS 2009]

Type-projection mapping using memory traces
Rkprofiler [RAID 2009]
PoKeR [Eurosys 2009]
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Type-projection mapping

Static memory Dynamic memory

Address Address

Value

51 X *next

X *prev

o J

Data type definition of X

struct X §
struct X *next;
struct X *prevy;

}

A memory snapshot
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Type-projection mapping

Address

Static memory

Value

st

N

ruct X §
struct X *next;
struct X *prevy;

Address Dynamic memory

/a-r"l X *next 5
X *next ﬂl’@ j
X *prev \@

o )

Data type definition of X

\ A memory snapshot /

Value

I X *prev

X | X
o
|3
O

o

< |5
(69}

X *next S,
I X *prev \
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Challenge : Memory manipulation

Static memory Dynamic memory

Address Address -
alue
Valvel a1 X *next ha,
I X *prev \@ i

. J %

Data type definition of X

struct X §
struct X *next; 3
struct X *prevy;

N

The map of kernel objects is subject to |,
the manipulation by malware.
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Ch

allenge : Asynchronous mapping

Memory
maps from X1 7 X3
snapshots -
Benign Benigg
t1 ‘ 12 Time
Dynamic
mémory X1 free» aI Ioc» X3
status

Malware analysis using an asynchronous mapping

X1, X2, and X3 : kernel objects allocated in the same address with the
same data type.

A malware analyzer based on asynchronous mapping may not be able
to differentiate X1, X2, and X3.
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Ch

allenge : Asynchronous mapping

Memory
maps from X1 X2 X3
snapshots
Benign Under attack Benign
ta A >~ Time
Dynamic
free |
memory X1l 1...-. > .?..(.).i X3
status

Malware analysis using an asynchronous mapping

X1, X2, and X3 : kernel objects allocated in the same address with the
same data type.

A malware analyzer based on asynchronous mapping may not be able
to differentiate X1, X2, and X3.
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Ch

allenge : Asynchronous mapping

Memory # ¢
maps from ( Xa| ‘ 7 ‘ X3]
snapshots ! ! -
Benign Under attack Benign
t1 7 >~ Time
Dynamic
free
memory X1l 1...-. > aIIoc» X3
status

Malware analysis using an asynchronous mapping

X1, X2, and X3 : kernel objects allocated in the same address with the
same data type.

A malware analyzer based on asynchronous mapping may not be able
to differentiate X1, X2, and X3.
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Our solution: Allocation-driven mapping

Kernel objects are identified by

transparently capturing kernel p = kmalloc (size, ...);

memory function calls. | > ]P
The memory ranges are extracted p +size
from function arguments and return
values.
Runtime S 3
Call stack information (allocation call | call stack
structT §

site) is used to derive data types. l

Allocation

call site = p = kmalloc (...);

& J

Source code

* An memory allocation call site:
code address of a memory allocation call
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Allocation-driven mapping

Allocation Usage Deallocation

>

Lifetime of a dynamic kernel object
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Allocation-driven mapping

|

Deallocation

Allocation *

Lifetime of a dynamic kernel object

v ||

Advantages

Un-tampered view

Tolerant to the manipulation of memory content
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Allocation-driven mapping

< >
Allocation Deallocation

>
Lifetime of a dynamic kernel object

Advantages

Un-tampered view

Tolerant to the manipulation of memory content

Temporal view

Lifetime of dynamic data is tracked to differentiate objects at
the same memory location
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Techniques : Map generation

n Kernel memory
O
s
9 Kernel source code
) Reqist Kernel _
egisters stack Allocation
| a= kmalloc@iz@ﬂag);
\4
s '[ . size , ]‘
E A map entry for an object
Kernel object map

* An memory allocation call site: code address of a memory allocation call
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Techniques : Map generation

n Kernel memory
O
s
9 Kernel source code
) Reqist Kernel _
egisters stack Allocation

A (@ kmalloc (size, flag);
s '[ a, atsize, ]'
E A map entry for an object

Kernel object map

* An memory allocation call site: code address of a memory allocation call
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Techniques : Map generation

n Kernel memory
O
s
9 Kernel source code
) Reqist Kernel _
egisters stack Allocation
’,—- a = kmalloc (size, flag);
7
’
| !
nl
s '[ a, a+size , CaIIsitel
= A . Runtime identifier:
S map entry for an object
a memory
_ allocation call site*
Kernel object map |

* An memory allocation call site: code address of a memory allocation call
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Techniques : Map generation

Kernel memory

Kernel source code

Guest OS

Kernel

Reqisters
9 stack

\_J_I

/' Deallocation
» kfree@

'[ a, a+size , CaIIsite]‘
A map entry for an object

VMM

Kernel object map

* An memory allocation call site: code address of a memory allocation call
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Techniques : Type derivation

Kernel
source
code

\ 4

Modified

—
O ——

Extracted

Compiler

A type definition

code

Memory
allocation
call sites*

{, .o SCall site]-

elements

~ @00

Debugging
Information

L

/

Static
analysis

T: stru@
int a*;

;

A

A decIaratio, of a pointer
D: structX *a;

Allocation
code
statements

An assjghment statement

A: a=kmalloc (size, flag);

* An memory allocation call site: code address of a memory allocation call
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Implementation

LiveDM : Live Dynamic kernel memory Map

Supported guest OS kernels
Redhat 8, Debian Sarge, Fedora Core 6

Virtual machine monitor : QEMU

Knowledge of kernel memory functions is
assumed.

Type resolution

Debugging symbols for translation of allocation call
sites

Modified gcc compiler to extract code elements
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Evaluation

Effectiveness
Performance

Applications
Hidden object detector (un-tampered view)

Temporal malware behavior monitor (temporal
view)
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Evaluation : Identifying objects

Type resolution Identified

a

A » D » T instances

](:'nll Site [Declaration Data I\ pe (-’nw':!(zb'l')jec(s-

kernel /fork.c:243 task_struct 1 66
kernel/fork Cc. 248 kernel /fork.c:795 sighand struct 63

FIS7TEReT . U TBUL fs/exec.c:

kernel/fork.c:813
ble,c:229 |arch/i386 /mm, pgtable.c:229 pgd.t

kernel /fork.c:431 mm.struct
kernel /fork.c:526 mm_struct
kernel/fork.c:271 viLare
mm/mmap.c: 923 mm/mmap.c: 748 vi_are

Memory

mm/mmap.c:1526 mm/mmap.c:1521 vm.area.struc

mm/mmap.c:1722 mm/mmap.c:1657 vm.area._struc

s i s i s 2 s

fas/exec.c:342 viLarea. 47
77 kernel /fork.c:654 files.struct 54

c:597 kernel /fork.c:597 fs_struct

B st ) o] bt et bt et et s et B e s e
4

c3 76 fs/file_table.c:69 file 3l
= c:3062 fs/buffer.c:3062 buffer_head 828
- — bdev.inode 5

o
Allocation statement
kernel/fork.c

;f.' ck/ll rw blk.c:1406%
1 lxwhblk.c:2945|i

248 tSk == ' .dst.c: l,; . | 1:' ‘-“nn"‘:

e/neighbour.c:254 neighbour

kmem cache alloc(...); b/tcpipva.c top.bind bucket
h

%ﬂrnel Obje(':tS (OS Deblan Sarge)

Total dynamic kernel objects: 29488

s ) et eet. s pun] g B bus P bt pes 1D
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Evaluation : Identifying objects

Identified

Type resolution
D

a
»

[

A T instances

[Call Site

[Declaration

If)mn —I'.\pe

Case| :1(3f)jec(s-

kernel/fork.c:248

kernel/fork.c:243

Bk_struct

phand_struct

]

royrexecT.CTovul

T TeXeT T TCToOU 7

sx;!f'.

Fm

1 66

|
d_ 1
3 [fork.c:81 kernel/fork.c:813 signal_struct 1 6
386/mm/pgtable.c larch/1386/ gt ak 1229 pgd.t 2 54
'fork.c:433 kernel/ 13 mm_struct ] 47
> /fork :55¢ kernel /fork.c:526 mm_struct 1 7
E /fork.c:314 kernel/fork.c:271 vm,area_struct ] 149
2 [mm/mmap.c:923 mm/mmap.c: 748 Vi are ct 1 1004
= mm/mmap.c:1526 mm/mmap.c:1521 vm.are ict | 5
mm/mmap.c:1722 mm/mmap.c:1657 vm.area ict 1 48
fs/exec.c:402 /(9 1ot 1 47
kernel /fork.c:677 =fTuct 1| 54
ke 1/fork.c:597 . ruct 2 53
fs/file table.c: 7 Declaration of a pointer 1| s3l
fs/buffer.c:3062 2 828
! 5

kernel/fork.c

@

kernel/fork.c

248 tsk

task_struct *tsk;

&

ne

kmem cache alloc(...

ighbour
cp-bind bucket

]:M;)

. Nt 16
Allocation statemen 243 struct et 257
t_gueu 18

s ) et eet. s pun] g B bus P bt pes 1D

fib node

rhel ObJéCtS (OS: Debian Sarge)
Total dynamic kernel objects: 29488
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Evaluation : Identifying objects

Type resolution Identified
A > D > T  instances

](:'nll Site [Declaration If)mn —I'.\pe I(-’nw':ﬁ()'l')jech-
kernel/fork.c:248 || kernel/fork.c:243 | task_struct
NfoJeoReT T CToUT T T eoXeT T TToOu7 == Jianmo_ T ruacoT T Ll T T

" |kernel/fork.c:819 srnel /fork.c:813 4

arcl ‘.'4':4.r'x‘7r,mr‘p-.j,tal‘-'.‘=‘.r”:.’:.':"; : rQ 1386 /mm/pgtable.c: (9 >
1/fork.c:433 sexnal/fork.c:43 Type definition
include/linux/sched.h

Memory

/mmap.c:923 mm/mmap.c: 748

mm/mmap.c:1526

1
-/ i 1722 AR SRS 390 struct_task struct {

fs/exec.c:402 /(9
kernel /fork.c:677

mm/mmap.c:1521

kernsl/fork.c:5 c
file_table.c:7¢ Declaration of a pom&pi };
= uifer.c:3062
P 5 : : kernel/fork.c B S /
o ,////, y [ 4203
3 1 1209
. unt 2 16
Allocation statemen 243 struct et i | 2
kernel/fork.c task struct *tsk; jeraueuer; 2z 1
— ntexc 0
bt_alloc 1 | 12
@ E/SOCK .61 BOCk 1 3
248 tsk = ’ dst.entry l 3
e/nei ;hl';f-m'.f:fifé n%i-_:?".'r:-"un‘ 1 I
kmem cache alloc(...); ipva .c:133 H;Mrl“rl s
flJu :-.wl fib_node

rnel obJects (OS: Debian Sarge)
Total dynamic kernel objects: 29488
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Evaluation : Type resolution

Memory :
_ Debuqgqgin
allocation 99'ng
_ Information
call sites AIIocatlon
code
statements

—
] Kernel
Extracted :
4 A Static Manual | source
coae analysis Analysis code
elements
N
Data _ Data
types _ types

Manual analysis: convert allocation call sites to data types
(similar to validation methods of KOP [Carbone et. al., CCS
2009] and Laika [Cozzie et. al., OSDI 2008])
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Evaluation : Performance

Benchmarks
Kernel compile, UnixBench, nbench

Overhead

Slowdown compared to unmodified QEMU (worst in
benchmarks): 42% for Linux 2.4, 125% for Linux 2.6

Mainly caused by the capture of dynamic objects
Near-zero overhead for CPU-intensive benchmarks
Non-production application scenarios

Honeypot, malware profiling, kernel debugging
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An application of the un-tampered view

Allocation-driven map Memory content

Hidden object detector

Periodic comparison of an allocation-driven map
and memory content
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An application of the un-tampered view

Allocation-driven map Memory content

Hidden object detector

Periodic comparison of an allocation-driven map
and memory content
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An application of the un-tampered view

Rootkit
Name

Manipulated Data

L] - [5]

Operating

Attack
Vector

hide_lkm # of hidden modules next /dev/kmem

fuuld # of hidden PCBs next_task. prev_task /dev/kmem
cleaner # oI mdden modules nex LY
modhide # of hidden modules module next Redhat 8 LKM
hp 1.0.0 # of hidden PCBs |task_struct|next_task.prev_task| Redhat8 LKM
linuxfu # of hidden PCBs |task_struct|next_task.prev_task | Redhat8 LKM
modhidel 1 (rootkit self-hiding) module next Redhat 8 LKM
kis 0.9 (server)|l (rootkit self-hiding) module next Redhat 8 LKM
adore-ng-2.6 |1 (rootkit self-hiding)] module list.next. list.prev|Debian Sarge LKM
ENYELKM 1.1 |1 (rootkit self-hiding)] module list.next. list.prev|Debian Sarge LKM

Hidden object detector

Periodic comparison of an allocation-driven map
and memory content

10 kernel rootkits are tested and all detected.
Agnostic to the injection of malware code

Non-code injection attacks (hide_lkm and fuuld) are
detected.
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An application of the temporal view

Temporal Malware Behavior Monitor

Systematically visualize malware influence via the
manipulation of dynamic kernel memory

Steps
, Effects

A log of kernel
control flow

A log of memory
accesses

Causes
Allocation-driven

map log
>

Time
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An application of the temporal view

Temporal Malware Behavior Monitor

Systematically visualize malware influence via the
manipulation of dynamic kernel memory

Runtime Identification Offline Data Type Interpretation
Call Site Offset Tvype / Object (Static, Module object)|Field
fork.c:610 0x4,12c,130 task_struct = flags,uid, euid
fork.c:610 0x134,138,13c|task_struct suid, fsuid, gid
fork.c:610 0x140,144,148|task_struct egid, sgid, £sgid
fork.c:610 0x1d0 task_struct [ T3 cap effective
fork.c:610 0x1d4 task_struct cap.inheritable
fork.c:610 0x1ds8 task_struct _| cap.permitted
generic.c:436|0x20 proc_dir _entry get_info
(Static object) proc._root_inode_operations [lookup
(Static object) proc._.root_operations readdir
(Static object) unix_dgram.ops recvmsg
(Module object) ext3 _dir operations readdir
(Module object) ext3_file operations write

The list of kernel objects manipulated by adore-ng rootkit
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An application of the temporal view

Kernel
control flow

Memory accesses

toT3'saddress | pesitus Sy USRS S S B

(+:read, x :write)

0.1 0.2 0.3 0.4 Time
(Billions of instructions)
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An application of the temporal view

Before attack After attack
Kernel ) ) P ) ) )
control flow 3 ] g g 1
Memory accesses I I I I

toT3'saddress | #gsitss 4 Sy WW'HS@&W@W WX

(+:read, x :write)

0.1 0.2 0.3 0.4 Time
(Billions of instructions)
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An application of the temporal view

Before attack After attack
Kernel ) ) - ) )
control flow 3 g b b
Memory accesses I T
to T3's address AP 1 U .x#tf Ly o g ¥

(+:read, x :write)

Allocation-driven

map log
Ta's T2's T3's T4's T5's
lifetime lifetime lifetime ‘ lifetime  lifetime
0.1 N e ] " Time

\onnonsormnstructions)
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An application of the temporal view

Kernel
control flow

Memory accesses
to T3's address
(+:read, x :write)

Allocation-driven
map log

Before attack After attack

g i tody G- § L A Ww'ﬁiﬁtﬂm WX

Ta's T2's T3's T4's T5's
lifetime lifetime lifetime ‘ lifetime lifetime
0.1 v N , - ) Time

\onnonsormnstructions)

Malware analysis is guided to the attack victim objects (e.qg., T3).
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Malware analysis using a data view

Memory address offset Memory address offset
0x00000 0x0a000 0x14000 0x1e000 |0x28000 0x00000 0x0a000 |0x14000 |0x1e000 |0x28000
@dnanﬂjnn I - m’ﬁ -
rl'l N Il rl'l N N . I
A £F247000 - I £1247000 '
U~ eom B ! e !
% cepb04000 | ! 1 cep04000 | ! 1
G ce36a000 ce36a000 1
NG ce3celon - 1 1 ce3ced00 - 1
S £e464000 | ! Ced64000 | '
o bRy gl
O cddcQ000 - cddc0000
E cde24000 - cde2d40004
& cdesBOOD- ! cde88000- '
v cdeec000 111 ] cdeec000 111 1
T cofs0000 | ' ' cdf50000 ! [
QJ Egﬁbcaaa ! K cgigc I 1 K
SEEFLLE 42428088 |
clB8da00o cl8da000-
c02fb000 |- ) ' %%%%Eﬂﬂﬁaﬂu_ '
Before the rootkit attack After the rootkit attack
Kernel object maps
W task_struct (PCB) m proc_dir_entry m kernel modules W rootkit ext3
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Malware analysis using a data view

e address offset

PCB status wﬁ:ﬁ 10x28000 / PCB status 4000 [0x1000 [0x28000
uid = euid = 50O - - uid=euvid=0 - -
suid = fsuid = 50O - suid = fsuid =0
gid = egid = 500 l \ gid=egid=0
fsgid = 500 l fsgid =0
cap_effective cap_effective

= cap_inheritable
= cap_permitted

Kernel memory address

= cap_inheritable
= cap_permitted

= oxffffffff

=0 | K

\\User credentials Root credentials T3
ClBrooooT LI clBTeUoTTr—
c18ds000 1 Vs Pr|v||ege c18da000 1 V
c02fb000 |- . cO2fb0oo | .
: escalation attack -

Before the rootkit attack After the rootkit attack
Kernel object maps

W task_struct (PCB) m proc_dir_entry m kernel modules W rootkit ext3
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Malware analysis using a code view

Kernel Code

sprintf
tcp_get_info

proc_file_read}

Function pointer @
access

tep_get_info call|
|

\
Hook-invoking \\

3

-
==\

1000

T —
|

function i “Lb

0
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Before the rootkit attack

2000

3000

Execution time

4000

Kernel control flow graphs




Malware analysis using a code view

Kernel Code Function pbinter °
access
Hook
sprintf invocation
tcp_get_info
tep_get_info call|
I
Hook-invoking
proc_file_read! function 1‘ =
l.> A‘ L .
5 ol i Read of a
0 1000 2000 function
Executio

pointer
Before the rootkit attac

Kernel control flow graphs
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Malware analysis using a code view

Kernel Code

sprintf

tcp_get_info

proc_file_read}

Function pointer @
access

tep_get_info call|
|

Hook-invoking
function { ‘

4000

0

~ 2000 3000
Execution time

Before the rootkit attack

—Kergg'o?e?gg | Function pointer ® .- —Rootkit code
|access Tl
| Rootkit code - }
;_Mexecution ! ,'
sprintf| . : i'
tcp_get_info| Higcked : '
—get_ tcp_get_info | * Redirected
call “ tcp_get_info
\ call
Hook-invoking ‘\
i function kgl | KIaNoe DY
proc_file_read| / J ,{ Rootkit code
kmalloc | g aaame e
0 1000 2000 3000 4000

Execution time

After the rootkit attack

Kernel control flow graphs
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Malware analysis using a code view

Kernel Code [\~ ion pointer ® |

access

sprintf
tcp_get_info '

tep_get_info call|
|

Hook-invoking

proc_file_read}  function ‘\\ 4
l"A' L J

i—"“r IL ___|Iﬁ “-‘ | q

0 1000 2000 3000 4000

Execution time

Before the rootkit attack

Redirection

Kernel Code ||
adore-ng ||

Hijacked
hook
activity

tcp_get_|i

_get_inf Redirected
call

Hook-invoking

proc_file_read}  function | erztl:gf ct:)):i =
Re amﬁ; - |
function 2000 3000 4000
pointer Execution time

After the rootkit attack

Kernel control flow graphs
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Discussions

Memory objects of 37 party drivers, malware
Source code is required to derive data types.

Memory aliasing (type casting)

Allocation-driven map does not have aliasing
problem by avoiding the evaluation of pointers.
Allocation using generic pointers : 0.1% of total
objects

Attack cases towards memory functions
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Conclusion

Un-tampered and temporal views of dynamic
kernel objects can be enabled for malware
analysis.

Kernel data hiding attacks can be detected by
using an un-tampered view.

Temporal view can guide a malware analyzer to
attack victim objects by tracking data lifetime.
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Main technique: Live kernel object map
Live status is dumped to a GUIl every 5 seconds.
Dynamic changes of the map are illustrated.

Applications: Hidden PCB and module detector
HP rootkit hides processes.
modhide rootkit hides kernel modules (drivers).
Data hiding attacks are checked every 5 seconds.

URL.:
http://www.cs.purdue.edu/homes/rhee/pubs/raid
2010_livedm.avi

Note: some parts of a video clip are trimmed to
reduce its play time.
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Thank you,
Questions?



